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1. Introduction
The Location of an Aircraft in Distress Repository (LADR) serves as a central location for storing and
accessing the last known position of an aircraft in distress. The LADR will provide a single point of
access to operational users registered in the Operational Control (OPS CTRL) application. OPS CTRL
aims to enable:

e access rights to LADR based on organisation user belongs to, and;
e operators, ATS units and SRR units to obtain operational contact details in order to
facilitate contact in situations where the safety of the aircraft is in doubt.

The application is developed and hosted by EUROCONTROL, on behalf of ICAO. The URL to the LADR
application is https://ladr.eurocontrol.int/ops/frontend

The application allows connecting of users representing operational stakeholders, ICAO and
EUROCONTROL. Operational stakeholders must belong to one of the below described groups:

e Airline Operator;

e Air Navigation Service Provider (in LADR are represented via FIRs);
e Search and Rescue Unit;

e LADR Contributor.

Other stakeholders must contact ICAO to express their interest in connecting to the LADR. Currently,
access for other organizations is technically not possible, but it may be considered in later releases.
State representatives may request necessary data for their State by contacting ICAO Aircraft Tracking
(aircrafttracking@icao.int).

The current version of the manual describes LADR version 5.0.0.

2. Prerequisites for Using Application

2.1.  ICAO DNA Account

All users must have an ICAO Date Network Aviation (DNA) account to log in to the application. The
DNA platform is a centralized gateway to a variety of online services and tools offered to States and
the aviation community by ICAO.

The DNA uses a single authentication process to access multiple services, i.e. OPS CTRL, Three-Letter
and telephony designator (3LTD), and the website of aeronautical agreements and arrangements
(WAGMAR). Each user needs to be authenticated and authorized to have access to the above-
mentioned services respectively.

Access to the LADR and authorization of users is managed by the OPS CTRL Directory, therefore an
ICAO DNA account will be needed to access LADR through OPS CTRL.

The DNA can be accessed at the following link: https://www.icao.int/safety/OPS/OPS-
Tools/Pages/DNA.aspx

2.2.  Operating System
For LADR application it is recommended to use:

e  Microsoft Windows.
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2.3. Browser
The following browser is supported:

e Google Chrome — Recommended.

For the recommended browser brand, EUROCONTROL undertakes to investigate and attempt to
resolve problems that can be reproduced on the latest stable version of that brand — for any other
browser brand or version, issues will be analysed and attempted to resolve on a best effort basis.

2.4. Screen Resolution
The Application will be best used on displays with a minimum screen resolution of 1920x1080 pixels -
higher resolutions allowing more space.

Note: The application being web-based, it provides all the services and features brought forth by the
Browser, such as screen refresh, printing, managing views in windows and/or tabs, etc.

3. Requesting Access to Application

ICAO only authorizes one focal point account for each organisation; the focal point of each
organisation will have the right to authorise multiple users within their organisation to access the OPS
CTRL.

There are two methods to access the OPS CTRL application:

e Focal point: If you are the administrator of your organisation, you can request to become
the focal point of OPS CTRL and receive the rights to update your organisation’s
information and authorize multiple users within your organisation to view the OPS CTRL
directory.

e Authorised users: If you have an organisation focal point and require access to view the
information in LADR, you may contact your organisation focal point and request access to
the directory.

To become a focal point of OPS CTRL a DNA account is required. Once the account has been created,
please follow the instructions below:

e To become a focal point of an ANSP, please provide the following information
to aircrafttracking@icao.int
o FIR Name;
o FIR Location Indicator;
o Focal point email, last and first name.
e To become a focal point of an Air Operator, please provide the following information
to aircrafttracking@icao.int
o The ICAO Three Letter Designator (3LD);
o Your official Agency Name;
o Your radiotelephony call sign;
o Focal point email, last and first name.
e To become a focal point of an SRR, please provide the following information
to aircrafttracking@icao.int
o SRR Name;
o FIR Name and 4-letter Location indicator (if available)
o Focal point email, last and first name
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e To become a focal point of a LADR Contributor, please provide the following information
to aircrafttracking@icao.int
o Contributor Name;
o Contributor Code;
o Focal point email, last and first name.

4. Procedure to Reach Help Desk for Technical Issues

For the user experiencing technical issues with the LADR application you may contact EUROCONTROL
NM CSO Support. Please use the contact details below:

e Phone number: 003227451997
e Email address: nm.cso.help-desk@eurocontrol.int

5. Procedure to Reach Helpdesk for DNA Account, OPS CTRL or

Procedural Issues

For the user experiencing technical or procedural issues with DNA you may contact ICAO DNA Support.
Please use the contact details below:

e aircrafttracking@icao.int

6. LADR Log In and Log Out

6.1. User name and Organisation Display
You start by entering your credentials on the ICAO DNA login page and clicking on the Login button.

DNA LOGIN

Forgot your password?

Don't have an account? Sign up

Figure 1. ICAO DNA Login Page

Note. If you do not have account in the ICAO DNA, please refer to Section ICAO DNA Account.
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After successful validation of the credentials on the ICAO DNA account login page, the LADR
application is loaded - allowing to use the pages and information available based on users access
rights.

Users typically receive the LADR personal data privacy note link, which is sent by ICAO, before
connecting to LADR. Additionally, the privacy note is accessible in the menu of the LADR application
(please refer to the Privacy section in the Menu).

Each time you connect to the LADR application, you will be directed to a page displaying the available
LADR services and the map view.

o Gaytant - PREOPS v

Active distress events

No data

Recently finished (24h) v

8h
z < =
3 tﬁv. - 4.2’;?.':

b‘ g':

No data

Cursor Coardi

Settings

Map background provided by SMapTiler

Figure 2. Example of LADR Events Map view

7. LADR Menu Bar
The top LADR Menu bar includes:

e Application menu giving access to available LADR and OPS CTRL services;
e Currently selected page is displayed in Bold;

e User name;

e Option to sign out.

The figure below shows a screenshot of the LADR menu.
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m ~i e Events map Events History Ops Control v Find Contacts Privacy Help

Figure 3. Example of LADR Menu

In the current version of LADR, the functions of the Ops Control have been grouped in the Top Bar
Menu. This includes the ICAO Super User Dashboard, Organisation Management, and User
Management.

LADR Jaiig e Events map Events History Ops Cdntrol v | Find Contacts Privacy Help

. . Dashboard
Organisation Management
Account Management
Organisations Home
Organisation Management

Figure 4. Example of LADR Ops Control Drop-Down Menu

You can see your user credentials as part of the LADR header.

Note. Please note that credentials are displayed based on the information submitted to the ICAO DNA

system.
@ Sérgio Martins

Figure 5. Example of ICAO DNA Credentials in LADR

8. Application Functionality Modules

All users who have valid ICAO DNA account and are assigned to organization shall have access to below
screen by default.

e Event Map;

e Event History;

e Ops Control (only visible to Organizations Focal Point)
e Find Contacts;

e Privacy;

e Help;

e User Credentials;

e LogOut.
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8.1. Event Map Screen Layout
Event map is the default screen upon launching the application.

TV - €

Active distress events

o data

Recently finished (24h) v

Figure 6. Example of LADR Events Map, with No Active Events

Example of the screen when, there are active events.

Recently finished (24h) () v
:::‘" R
st signal: 08:25 o

ERBU
3CTALC LFEE
CFG EDMM >
st signal 0226 EDGG

4BBOFA
THY >
st signal: 2024-12-08 120801

Figure 7. Example of LADR Events Map, with Active Events

The event map consists of three main parts:

e Map view with zoom menu, settings, time display and AIRAC cycle, scale indicator;
e Panel with the list of distress events;

e Panel with the detailed Last Know Position information available.
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m S Al Fucntsmap Fuents History Ops Control v Find Contacts Privacy  Help Gaytant - PREOPS.

2024-12-10 09:55:48
AIRAC 28 Nov 2024

\ > Flightval

Active distress events 100002

All positions.

Recently finished (24h} v

366621 (VA

Figure 8. Example of LADR Events Map View

More details about each part are provides in Sections 8.2, 8.3 and 8.4.

8.1.1. Map View

8.1.1.1. AIRAC Cycle and Time Menu
In the event map page of the application, you shall see the time stamp which is the last refresh time
by application to bring the latest distress event data. The displayed time shown is in UTM format.

Below the UTC time, you’ll find the current AIRAC cycle information applied to LADR.FIR
boundaries are displayed based on the AIRAC cycle, and you'll be able to view the specific AIRAC cycle
used within the application. Additionally, you can click on any of the FIR zones to view the FIR zone
location indicator.

5 2

EBBU
2024-11-25 10:02:30 UTC BRUSSELS FIR
AIRAC 31 24 L>§\~\
-

Figure 9. Examples of AIRAC Cycle, UTC Time and FIR Data
8.1.1.2. Settings Menu
At the bottom left part of the Events Map page, all users will find the Settings option. This feature has
been developed to support customization for users.

Settings menu allows users to:

e Change FIR boundaries to State boundaries and to Satellite view;
e Map Projection, 2D or 3D map.

8.1.1.3. FIR Boundaries, State Boundaries and Satellite View
By default, the application displays FIR boundaries. Users can switch between FIR boundaries
and State boundaries (UN map) and Satellite view using the toggle.
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L TR TR
:.R. .I'rll .Elrl'a
Satellite View

MO FIRs

o

-

Settings

Mlap background providad by £ MapTil

Figure 10. LADR Toggle to switch Map’s Background
8.1.2. Map Projection, 2D or 3D Map
The LADR application offers multiple viewing modes. The default mode is ‘Centred 0’, which means
the map displays with the Equator in the centre. Users have the option to change their display by
selecting a projection from the menu. Users may also use 3D map (refer to 3D Globe).

Note: Users may save their preferences permanently for the viewing model. Please refer to Section
12 to save changes.

I U A
CENTERED 0°

NORTH POLE
—— SOUTH POLE

CENTERED 180°

CENTERED 90 W°
3D GLOBE
Map layers
S  FIRView
B
’ Settings

Figure 11. Example of Map Projection Menu

8.1.3. Map Zoom
In order for users to enhance their interaction with the application using the mouse, there is an option
tozoom in, zoom out, or move the map. By utilizing these options, users canengage more
effectively with specific geographical locations and events, allowing them to view finer details.
Additionally, in 2D maps, users can scroll infinitely.

Another option is to utilise the buttons displayed below.

Figure 12. Example of Map Zoom
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LADR and Ops Control User Manual - ICAO and EUROCONTROL



The scale of the map is indicated on the right side of the screen.

8.2. Distress Event Menu

In the Distress event section (shown on the left side of the event map screen) you will be able to view
distress events for your organisation as per below:

e Aircraft Operators - view Distress events associated to their organisation. This is achieved
through 3 Letter Designator (3LD);

e ANSP/FIR - view distress events that occur in the airspace that the organisation represent.
Additionally, if a distress event is happening in buffer zone (80 nautical miles) around your
organisation’s boundaries, you would still be able to view the distress event;

e SRR/ RCC - view distress events from around the world

e Contributor - view Distress events associated to their Contributor Code.

Note — If you are part of more than one organisation, you will be able to see events that qualify for all
organizations you are part of.

If there are no active events, no events will be displayed to the user.

Active distress events

Recently finished (24h) v

Figure 13: Example of Distress Events Menu When There Are No Events

The Distress Events menu serves as a list of events, providing a quick overview of aircrafts in distress.
It includes information about the time of the first signal (the initial distress message received) and the
last signal (the most recent distress message received). Additionally, it displays the FIRs that each
aircraft has passed through, as well as FIRs within an 80-nautical-mile radius. In this section, you will
find all distress events that you are eligible for, which occurred within the last 24 hours (the total
number of active events is indicated in the top right corner).

12
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m ir e Events map Events

Active distress events o

Figure 14: Example of Displaying the Number of Events

An active eventis highlighted in orange and indicates that the LADR application has received a
message at least once in the last 10 minutes.

m ~iy e Events map Events History Ops Contrel v Find Contacts Privacy Help

Active distress events ()

WA
uwww

UATT
_uuwv
366621 (VAI) | New | ey
DLHH - DRX T
EYVL
EPWW
UMEKK
Recently finished (24h) v
UMMV

Figure 15: Example of Active Distress Event
Events in the list shown in grey indicate that the LADR system has not received a distress event
message from the aircraft in the last 10 minutes and, therefore, are deemed inactive in the system.

All events are arranged in descending order based on the last message received.

v Distress events o

4BBOEF
i o LBSR LTBB > Active event

LBSR LTBB
4BBOED FAJOsccz feooiie

THY NZZO SCIZ > ,;Inactive evenyﬁ

1st signal: 01:18 L B
Lastest signal: 01:21 SAVF XXXX

YMMM

Figure 16: Example of Events with No Signal in the Last 10 Minutes
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8.3. Viewing a Distress Event
All messages received by LADR will be correlated to distress events, based on the particular aircraft

identification information (aircraft registration, aircraft 24-bit address or other details) received by
LADR.

When you open the application, you'll find all distress events listed under the 'Distress Events' menu
(ref. Section 8.2), they will also be displayed on the map, represented by Dots (if no heading provided)
or Aircraft icon (if heading is available pointing the direction of movement).

Figure 17: Examples of Last Known Positions Displayed on the Map (1. without heading; 2. with a
heading provided)

Clicking on either the event in the menu or its corresponding Dot/Aircraft icon on the map will
automatically focus on the event, displaying its distress event path based on received distress

messages.
Aircraft registration: BHYAD

Aircraft 24-bit address: 485423
Selective calling system: DKHL

Call sign & flight number: DKHL

Sent: 2024-11-19 08:23:29 UTC
Received: 2024-11-19 0%:25:34 UTC
““-—-.__ Lat 43° 57" 36" N°  Alt: 546Ft Head: 16.82.~

Long: 3° 31" 49" W* Speed: 9Km/h

o

—~

Figure 18: Example of Distress Event Path and Pop-up Message with Details

Note: Additional details, including all information received by LADR on the distress event and each
message received, can be viewed in the right-hand menu. For more details, please refer to Section
8.4,

If an event is located near the North or South Poles, a popup message will appear, allowing you to
change the projection for better viewing of the distress event.

14
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Do you want to switch to the 3D globe projection ?

There is a distress event with coordinates near the South or Morth Poles.

These cannot be displayed using the Mercator projection.

Figure 19: Example of a Pop-up Message for an Event Close to the North or South Poles

8.4. Distress Event Details
The system allows users to view detailed information about the last known position (LKP) in a single
panel on the right side of the screen. At the top of the panel, under the LKP section, users can find
details of the most recent distress event message, including the geographical position and the time
the message was sent by the aircraft and received by the system. The panel displays Altitude, Speed
heading and other information when system receives it. As those details are optional, there is
possibility that these details are not available in LADR.

Section “Aircraft Identification” shows identification details of the aircraft and airline received as part
of the distress event message.

In the “Data Information” section, the user can retrieve the Contributor Name, Data Source, ADT
Activation Method, and ELT as provided by contributors. Please note, if the data was not made
available to LADR, the field will be left blank.

15
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8.1. All Positions

> Flight

100002

Basic info All positions

Last known position

Lat 43754167 N

Long 4727437 W

Sent 2024-11-26 10:18:49
utc

Received 2024-11-26 1011851
UTC

Alt 2093Ft

Speed 16Km/h

Heading -

Regions crossed

LECM LFRR

Aircraft Identification
3D

Aircraft registration

Aircraft 24-bit address
Selective calling system

Call sign & flight number

Data information

ELT

Contributor
Data Source

ADT Activation Methaod

Figure 20: Example of a Distress Event Details

MHN

583425

EBZHEZIUS2IIBZFIT
RD3TOXM

SkyTrac
ELT_CT

Autamatic by
Beacon

In order to provide additional details related to an event, users are provided with an option to navigate

to All Positions tab and view all messages associated with the event:

LADR and Ops Control User Manual - ICAO and EUROCONTROL
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> Flight

123456

Basic info All positions

> Received on 2024-04-18 08:44:45
UTC

> Received on 2024-04-18 08:44:40
uTC

> Received on 2024-04-18 08:44:35
UTC

> Received on 2024-04-18 08:44:30
uTC

> Received on 2024-04-18 08:44:24
uTC

> Received on 2024-04-18 08:44:19
UTC

> Received on 2024-04-18 08:44:14
uTC

Figure 21: Example of All Positions Tab

8.2. Event History
The Event History menu provides information on current events and those that occurred within the
past 30 calendar days (current date minus 30 days), based on your organization assignments. This
feature is designed to display only events relevant to you.

When you navigate to the 'Events History' screen, by default, you'll see current ongoing events and
those from the last 24 hours. If you wish to view events older than that, you can utilize date range
search criteria. Additional criteria can be used such as Aircraft 3LD and LADR Location Indicator.

By clicking on extensive search, you can add up to 3 new filters (Aircraft Registration, Aircraft 24-bit
Address, SELCAL).
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3LD Operator LADR Location Indicator Date Range

2024-08-26 2024-08-27

Extensive Search
Aircraft Registration Aircraft 24-bit address SELCAL
Figure 22: LADR Event History Page Search
m RO Al cients map Events History  Ops Conlrol v Find Conlacts Privacy Help e Gaytant - PREOPS v
Distress Events History
Events history
Search inactive events 30 days back
3LD Operstor LADR Location Indicator Date Range
abu oy 01208 Ee—
cxtensive saaren
dentification D operator LADR Location Indiator 1ot sigrl time Lt signal time Last postion
50°40° 38" N
483423 (41¥40) i EGT, EHAA, EGFX,EXDK, EDWAY, EDGG, EBBL LFFF 2021114085391 LTC 2041114 05333 5 Seq o mop
wrosee

1items 1

Figure 23: LADR Event History Page Example

In case if the user views the History menu and there is an active event, the event is displayed with the
orange background and has a link to the Event map menu (= See on Map). Unactive events have a
white background, they can also be viewed on the map Event map menu (= See on Map)

m R @K >4l Events map | Events History Ops Control v Find Contacts Privacy Help ° Gaytant - PREOPS v
Distress Events History
Events history
Search inactive events 30 days back
3LD Operator LADR Location Indicator Date Range

2024-12-08 2024-12-09

Extensive Search

Download PDF

Identification 3LD operator LADR Location Indicator 1st signal time Last signal time Last position
53°40°12"N

366621 (VAN DRX UWWW, UATT, UUWV, UKBV, UMMV, EYVL, EPWW, UMKK 2024-12-09 10:23:31 UTC 2024-12-09 10:23:31 > See on map.
23°9°29'E
53°40°12"N

366621 (VAN MVY, RSU, QAL UMMV, UUWY, UKBV, UWWW, EYVL, EPWW, UMKK, UATT 2024-12-09 09:56:23 UTC 2024-12-09 10:10:13 > See on map.
23°9'29"E
50°49'38" N

MHN EGTT, EHAA, EGPX, EKDK, EDWW, EDGG, EBBU, LFFF 2024-12-09 10:04:58 UTC 2024-12-09 10:04:59 > See on map.

4°18'54"E

D

Figure 24: LADR Event History Page Example with Active and Inactive Events
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If you wish to download the list of events, please click the "Download PDF" button, which will generate
the list for you in PDF format.

9. Notifications

The LADR application offers an option to send notifications for distress events that require your
organisation’s attention. Organizational contacts subscribed for notifications will receive these alerts
via email. Organizational contacts need to be added by the focal point by creating sub-organisations
(i.e. OCC, ACC, RCC). Please see the details in the 11.1.1 section of Sub-organization on page 18-19.

Please Note that focal points and authorized users will not receive any email notifications to their
email addresses for distress events, however, they can view the distress events through event map
tab. Notifications will be sent to the Operational Contact Details saved under sub-organisations.

You can receive notifications for events that align with your viewing rights, as established within the
Ops Control by the ICAO Super User. These notifications will be sent for each event upon receiving the
first distress message to the operational contact details of the organisation.

Note: For organizations based on FIR (Flight Information Region) access, notifications will be sent to
your organization when the first messages are received within 80 nautical miles of the FIR or within
your FIR border. If the event starts more than 80 nautical miles away from the FIR, the organisation
will not receive a notification.

To set up notifications, Focal Points of Organisations can use Organisation Management top bar menu
(notification set-up is only available to the Focal Points of Organisations):

m b Al Events map Events History Ops Control v Find Contacts Privacy  Help ° Gaytant - PREOPS v
Organisation Management
Grganisation

< Back

status: * Enabled v

AO KLM ROYAL DUTCH AIRLINES

Identification

Name KLM ROYAL DUTCH AIRLINES
3LD Designator Code KLM
Country Code NLD

Telephony Designator [

Create new OCC

Name Type Part of organisation(s) # Contact validation Status Natification Status

. . KLM KLIM ROYAL DUTCH N
KLM ROYAL DUTCH AIRLINES occ 1 01 ¢
AIRLINES

Figure 25: LADR Ops Control Organisation Management Page Example

Email notifications for distress event are sent to contacts that are set up under your organisation in
the Sub-Organization section within Ops Control. LADR provides you with an option to receive
notifications only when you choose to. You can manually enable this setting in the Notification field
by pressing ‘Turn On.’
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The Email Notification Function is available to AO, FIR, and SRR types of organisations.

Note. Your organisation will receive emails from <<ladr.notifications@ladr.eurocontrol.int>>, it is
possible that your organisation policies and procedures might potentially move these emails to junk.
This is a responsibility of organisation to check email settings and make sure it is possible to receive
emails from above mentioned email address. Please do check your junk folders in case you don’t
receive emails.

R

[ oeice - =) e [H mewe - | 55 Reow & mepiyal Foerd | Bl snorcte Teams | [E] Mlisppz | A Me &1 sercuneed B M- [- Frnd | BA- | O zoom | [ | o Seem % meist | 77 ReportMeasge - | oo

Distress Event Natification

Selestive Caling Cod: 2ERL
anevn

S
Longh ks £ BRESIRIEIRIETSE

LADR IR Locaten relzator. S84, EHAA, LFES, LFFF, ELGS

Figure 26: LADR Email Notification Example
Users connected to the LADR application will also receive web-notifications represented by a red dot
on the left-side panel in the list of the events.

UWWW
UATT
UNNT
UNKL

366635 .
4]0 - OSD

Figure 27: LADR Web-Notification Example

By clicking on the event, the user acknowledges that the event has been seen. Once the event is
clicked, the red dot will disappear.

10. Find Contacts

The purpose of the Find my Contacts Module is to provide relevant operational contacts to the users.
The search field allows users to search for organisations based on:

e name of organization,
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e 3LDcode, or
e Location Indicator.

Application also allows users to narrow the search by using filters on organisation types.

By Design system allows users of FIR and SRR organisations to view contacts of every organisation.
Operators can view contact information of FIRs and SRR organisations.

Find contact panel also allows users view “their” organisation and to view contact details saved in the
OPS CTRL.

m RO Al cvors map Events History Ops Control  Find Contacts Frivacy Help

Find OpsControl Contacts

Find contacts home

K LUCKY AIR CO.. LTD "

Contact Availability

Thursday: 00:30:00 - 18:00:00

Figure 28: Find Contacts Page Example

11. OPS CTRL Module
© OPS CTRL Module is only available for ICAO and Organisation Focal Point.

OPS CTRL acts as access management tool for LADR. It is used to manage users, organisation, sub-
organizations and contacts to ensure users of LADR application access the relevant data and necessary
contacts associated to distress event messages to notify and display distress events. Since OPS CTRL
is crucial, managerial access is limited to one user per organisation who is identified and designated
as Focal Point of the organisations.

Focal Point is responsible for managing users and contact information of their organisations, the
details of the modules available for Focal Points are described below. Focal Point can manage one or
more organisations. Users may also be part of one or more organisations. Each organisation can have
maximum one Focal Point. In case if the organisation doesn’t have a Focal Point, the actions required
can be performed by ICAO Super User.

When a focal point changes the role of the user or organisation to which the user is assigned, both the
user and the focal point will receive an email notification.

11.1. Organisation Management
Focal Points of all organisations have access to the Organisation Management via the top bar menu.

21
LADR and Ops Control User Manual - ICAO and EUROCONTROL



m i e Events map Events History Ops Cantrol v Find Contacts Privacy Help

i . Dashboard
Organisation Management

Organisations Home

Account Management

Organisation Management

Figure 29: Ops Control Module

Flight Information Regions (FIR), Search and Rescue Region (SRR), Airline Operators and Contributors
are the organisation permitted in OPS CTRL. These organisations hold users who will be viewing
distress events based on data setup for each organisation.

Airline Operators are associated with an ICAO allocated 3 letter designator (3LD). ANSPs are associated
with a flight information region (FIR). RCCs are associated with a SAR region. Contributor are
associated with a contributor code.

Organisation Management

Organisations Home = Create new
Add new organisation

Organisation Details

# Organisation Name
* Organisation Type
FIR SRR Contributor

* Contributor Code

* Country Code

Create Organisation Cancel

Figure 30: Example of Organisation Management Page to Create a New Organisation

Type Name Country Code Location Indicator / 3LD Ops Contact Validation status Notification Status Connected accounts

20 FEEDER AIRLINES SDN FOD Missing 0/0 off O user(s) 0 focal point(s)

Figure 31: Organisation Management Page with AO Organisation Type Example
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Type Name Country Code Location Indieator / 3LD Ops Contact Validation status Notification Status Connected accounts

FIR ATLANTICO BRA SBAQ Missing 0 o 0O user(s) 0 focal paint(s)

Figure 32: Organisation Management Page with FIR Organisation Type Example

Type Name Country Code Location Indicator / 3LD. Ops Contact Validation status Notification Status Connected accounts
SRR Lolo Ainways AGO Unkno Missing o o Ouser(s) 0 focal pointis)

SRR SSRTEST FR Unkno Missing 00 of 0 user(s) 0 focal point(s)

Figure 33: Organisation Management Page with SRR Organisation Type Example

Type Name Country Code Location Indicator / 3LD Ops Contact Validation status Notification Status Connected accounts
CONTRIBUTOR Ladr Contributor 8E m Missing /0 or Tuser(s) 0 focal point(s)

CONTRIBUTOR testContri AFG KM Missing 00 of Ouserfs) 0 focal point(s)

Figure 34: Organisation Management Page with Contributor Organisation Type Example

In LADR, SRR users, by default, will view all events. To receive notifications for desired FIRs, SRR Focal
Point should choose FIRs 4LDs in the field “LADR FIR Location Indicators”.

When clicking on the Organisation Management screen, the user is directed to the list of organisations
within their access rights.

ype rams Country cade Locatisn inicstor /32 Ops Cartact liaion Fatus Hatfeston satus Gannactsd ez

Figure 35: Organisation Management Page with a List of Organisations

The Focal Point may search for organisation by name, Location Indicator,3LD.
The page also provides several filters, such as:

e Action Required: contact not validated, contact outdated, contact missing, no focal point, no
user, no notifications;

e Organisation Type: SRR, AO, FIR, Contributor;
e Disabled: disabled organisations
e Filter by State: state to be selected from the dropdown menu.
The Focal Point and ICAO Super User may also download a list of organisations as a CSV file.

Currently Organisation Name, Organisation type and Country Code are mandatory while creating
organisations. ICAO admin will be responsible for adding any organizations (i.e. the operator, FIR, SRR,
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Contributor). The focal point should contact ICAO Super User (aircrafttracking@icao.int ) if any
organisation information needs to be updated. For Operator organisations, the organization is
automatically created in LADR, when information to create 3LD is provided to ICAO. The AO Focal
Point cannot modify the organisation or its associated details. Only updates or changes made through
the ICAO 3LD system will be reflected in LADR.

AO ZHEZKAZGAN-AIR (ZHEZ AIR)

Identification

MName ZHEZKAZGAN-AIR (ZHEZ AIR)
3LD Designator Code KZH

Country Code KAZ

Telephony Designator ULUTAU

Figure 36: Organisation Management: Operator View Screen

FIR BRUXELLES

Identification

Name BRUXELLES
Location Indicator EBBU
LADR FIR Location Indicators EBBU
Country Code BEL

Figure 37: Organisation Management: ANSP View Screen

SRR Belgium SRR

Identification

Name Belgium SRR
LADR FIR Location Indicators EBBU
Country Code BEL

Figure 38: Organisation Management: SRR View Screen

CONTRIBUTOR SkyTrac

Identification

Name SkyTrac
Contributor Code 401
Country Code AFG

Figure 39: Organisation Management: Contributor View Screen
For LADR viewing rights:

e Operators view information based on 3LD;
e ANSPs and RCCs based on the LADR FIRs available in the LADR map (referred to as the
LADR Location Indicator in the Ops Control Organization Set-up page);
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e Contributor view event based on their contributor code.

11.1.1. Sub-organisation
To better reflect the current organisation setup, OPS CTRL system is designed to support sub-
organisation(s’) under an organisation. Based on Organisation type system supports sub organisation,
an Operator has OCC, an FIR has ACC and SRR has RCC.

The contributor organisation doesn’t have any sub-organisations attached to them.

Each sub organisation (i.e. OCC, ACC, RCC) will support one or more operational contacts. As a Focal
point you can change the contact information of your organisation on the level of sub-organisation.

e Add contacts: click the name of the sub-organisation, then click the "create new contact"
button to add any contacts,

e Update contacts: click the "Update contact" button to update the contacts,

e Delete contacts: click on the button Delete.

Contacts play a crucial role in alerting your organisation during distress events (LADR notifications are
sent to the email contacts saved on the level of sub-organisation). The contacts saved under sub-
organisations are visible to other organisations in the section of the Contact Details and may be used
during the destress event. OPS CTRL system permits you to setup contacts for specific days and time
should that be reflecting your organisations procedures and working hours.

It is also possible to unlink a sub-organisation from an organisation in the organisation detail page.

The toggle under the Notification title allows Focal Points to turn notifications for distress events on
or off. Please note that when the notifications toggle is set to ‘off,” the LADR will not send notifications
for distress events.

Contact Details

# Contact Designation

Test Contact 2 Modified

* E-mail address

test2modified@email.com

*
Phone number

+32 0000000

AFTN address (optional)

Contact Availability utc time

O 24/7 Specific Schedule

Z Update contact Cancel

Figure 40: Sub-Organisation Management: Contact Details Page
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Contacts

Senior Flight Dispatch ate cortact 1

Contact Availability Validati

Contact Availability Validation Status Notification Status

Figure 41: Sub-Organisation Management: Contact Details Page with an Example of Notifications ON
and OFF

11.2. Account Management

Account Management is another area that is available only to Focal Point and aims to provide a
possibility to the Focal Point to manage users of their organisation. Here Focal Point can see the details
of individual users, authorise users, create preauthorized users (those without DNA account) and
update some of the user’s contact information. Focal Point can add users to their organisation. In
addition, Focal Point can view all the organisations that user is part of and based on the focal point’s
rights she/he can remove user from one or more organisations (only for those that they are the focal
point).

In the Account Management, Focal point can update user’s phone number. As User’s name, surname
and email address is used for manging user access to application (ICAO DNA Login ID), the LADR system
does not permit updating the name, the surname and the email address. Issues related to the name,
surname and email address usage should be reported to ICAO DNA support.

Account management

focal pint
Status:

Idenification

Name focal point

E-mail
Phone number

Linked organisation(s)

Type Name Location Idicator/ 3LD Connected accounts Role:

FR d aND

3 Netherlands THAA Tuser(s) 1focal points) Focal Pint

Figure 42: Ops Control Account Management Example

In case if the user doesn’t have yet an ICAO DNA account, LADR Focal Point can set-up a Pre-Authorised
user in OPS CTRL. You can click on Add new user from home screen and enter the email address, the
system will create a Pre-Authorised User Account. As long as a user does not create a DNA account,
their status will remain as Pre-Authorised.

Note. It is important to ensure that the name, surname and email address added to the Pre-
authorized User Profile match the details used for the ICAO DNA account set-up. If the email address,
name or surname do not match, the user will not be granted access to the LADR application.
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Authorise new user

Search DNA account

* E-mail address

test@test.com

No DNA account yet for this email address. If you proceed, this email address will be pre-
authorized. He/She will need to setup a DNA account first, before access to LADR and
your organisation can be established.

*+ First Name

* Last Name

Phone number (optiona

Authorise user cancel

Figure 43: Ops Control Authorise New User Page Example (no DNA account)

If the user already has a DNA account, the message on the page will indicate this information.
Consequently, the user can be directly added to the organization and granted access to LADR. Once
the user has a DNA account and is added to the organization, the user’s status will become Authorized.

Authorise new user

Search DNA account

* E-mail address

loan.denblyden.ext@eurocontrolint

This e-mail address has an active DNA account and can be authorized to this application

Email: loan.denblyden.ext@eurocontrolint
Name: Loan
Surname: Denblyden

Already connected organisations

AGGG - testforrole3 User
AGGG - testforroled User

Phone number

04565678505

Update user cancel

Figure 44: Ops Control Authorise New User Page Example (user with an active DNA account)
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If Focal Point would like to remove a user from organisations list, they can deactivate a user in the
LADR by clicking on the Status and selecting the “Deactivated” option in Account Management.

Account Management

Account

status: » Authorized V
o Deactivated
Loan Denblyden
Status: -
Identification
Name Loan Denblyden

E-mail joan.denblyden.ext@euracontrolint

Phone number

Linked organisation(s)

Ops Contact Validation

Type Name Country Code Location Indicator /3.0 Role o Notification Status Connected accounts Status
status
. T userts) 0
RR ARG ssap U Missing o N
peint(s)
Tuserts) 0 focal
SRR testf 4 ARG znaz User Missing oo ueert o

peint(s)

Zitems |

Figure 45: Ops Control Example of User Deactivation

Note: On the Organisation Management page, it is also possible to add users to the organisation by
clicking on “Accounts.” The Focal Point will need to directly provide the email address of an authorised
user and click “Add User,” linking them to the organisation.

Organisation Management
o Organisation
status: » Enabled Vv

SRR testforrole3

Identification

Name testforrole3
Location Indicator ssap

LADR FIR Location Indicators AGGG

Country Code ARG

ate identificati
Sub-Orgaisations  Accounts
A huthorize new account
Account Organisation(s) Status
testforrole3
denbiyden ext@eurocontrolint U

testforroled

irems 1

Figure 46: Ops Control Example Organisation Management Accounts Page

11.2.1 Filters

On the Organization and Account Management page, Focal Points and ICAO Super User can filter
the list of organizations or accounts using various parameters for more precise and efficient
navigation.

Multiple filters can be applied simultaneously. The search results can be downloaded as a CSV file.
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Account Management

Accounts Home

Figure 47: Ops Control Filters for organisation and User Account Management

Access Attempted
Pre Authorized =
Authorized

De-Authorized

User

Focal Point

SRR

AO

FIR

CONTRIBUTOR

11.3. Help Page
Help Page provides link to the LADR Manual and contact details for User Support:

m ~tiy g Events map Events History Ops Control v Find Contacts Privacy Help ° Gaytant - PREOPS VvV

For detailed information, please refer to our Help Manual.

Contact Helpdesk

¢ Phone: +32 274519 97

* Mail: nm.cso.help-desk@eurocontrol.int

App version: 5.0.0-snapshot.20241125101127

11.4. Dashboard

Figure 48: LADR Help Page

Organisation Management

Organisations Home

© Contact Not Validated
B Contact Outdated

B Contact Missing

© No Focal Point

2 No User

@ No Motifications

B 5RR
B AO
B FIR

£ CONTRIBUTOR

@ Disabled

Type

On the Dashboard tab, the Super User has access to a variety of control data. At the top of the page,
you will find global information, including:

e The total number of users or focal points that are authorized or pre-authorized.

e The total number of organizations that are validated, depending on the organization type.

LADR and Ops Control User Manual - ICAO and EUROCONTROL
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The remainder of the page consists of various filters that can be applied to organizations, accounts,

and contacts.

Focal points Users

Authorized Pre-Authorized Authorized

LADR Natifications
Not subscribed to notifications @

YBEB - BRISBANE
FIR

KZNY - NEW YORK
FIR

KZWY - NEW YORK OCEANIC
FIR

MMFO - MAZATLAN OCEANIC
FIR

UATT - AKTOBE
FIR

Contact validation statuses

Contact Outdated (@)

Pre-Authorized

Operators

Validated Not Validated

Account per organisation

No focal points assigned @

KZNY - NEW YORK
FIR

KZWY - NEW YORK OCEANIC
FIR

MMFQ - MAZATLAN OCEANIC
FIR

HAAA - ADDIS ABABA
FIR

UATT - AKTOBE
FIR

View all 6348

Contact Not Validated ()

FIR SSR

Validated Not Validated Validated

No users Assigned @

CHN - CHANNEL ISLAND AVIATION
(OXNARD, CA)
AO

LTR - LUFTTRANSPORT A/S
AD

SYJ - SLATE FALLS AIRWAYS LTD.
AD

VCA - AVIACHARTER ASSISTANCE LLC
AD

SUE - SU AIRLINES
AD

View all 6253

Contacts Missing (€3

CHN - CHANNEL ISLAND AVIATION
(OXNARD, CA)

AO

LTR - LUFTTRANSPORT A/S

AO

Figure 49: Super User Dashboard Example

12.User Preferences

Not Validated

On the top-right menu, the user can access the User Preferences tab by hovering over their name.

o Gaytant - PREOPS v

User Praferences

Sign Out

Figure 50: User Preferences Tab

On the My Settings page, you can view information related to your account, viewing rights, and

contact details. Certain information and settings can also be updated.

LADR and Ops Control User Manual - ICAO and EUROCONTROL
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Information to be viewed under My Contact Details:
e Name
e Surname
e Email address
¢ Your Organizations.
The My Contact Details section also includes your phone number, which can be updated.

Under LADR Map Settings, you can customize the map settings to suit your preferences. This
includes the ability to update:

e The map projection
e The units of measurement displayed for events and messages

Users can choose between different speed units (Kt — Km/h) and altitude units (Ft — M).

m AUl 3l Events map  Events History Ops Control v Find Contacts Privacy  Help ° Gaytant - PREOPS v
My Settings
My contact details

Name: Gaytant - PREOPS

Email Address: jonathan gaytant ext@surocontrolint

My Organisations: Eurocontrol

LADR Map Settings

Default Map Projection

Submit preferences

Figure 51: User Preferences Page Example

After saving your changes by clicking “Submit Preferences,” a new popup will prompt you to log out
to apply the changes to your session. Once you log back in, the map will display the updated units of
measurement and the default projection you selected.
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Warning

To see your updated preferences, please log-out and log back into the
application

Log out

Figure 52: Submit Preferences Message Example
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Definitions, Acronyms and Abbreviations

3LD

A three-letter code assigned to an aircraft operator
documented in ICAO Doc 8585.

Accredited Entity

An organisation that has been recognized officially by ICAO as
eligible for OPS CTRL.

ADT Autonomous distress tracking

AFTN Aeronautical fixed telecommunication network
Accident Investigation Authority.

AIA The authority designated by a State as responsible for aircraft
accident and incident investigations within the context of
ICAO Annex 13.

AIRAC Aeronautical information regulation and control

AIS Aeronautical Information Services

AIXM Aeronautical Information Exchange Model
Aircraft Operator

AO [Airline Operator]

A person, organization or enterprise engaged in or offering to
engage in an aircraft operation.
Airline Operational Control Centre

AOCC The coordination hub where many aspects of airline
operational control, such as Equipment Control, Flight
Control, Maintenance Control, Meteorology, Radio etc., merge
together.

Air navigation services provider
Any entity providing air traffic management (ATM),

ANSP communications, navigation, and surveillance systems (CNS),
meteorological services for air navigation (MET), search and
rescue (SAR) or aeronautical information services/aeronautical
information management (AIS/AIM).

Area Control Centre

ACC : . . : , .

A unit established to provide air traffic control service to
controlled flights in control areas under its jurisdiction.

ATC Air traffic control
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ATS

Air traffic service

ATSU

Air traffic services unit

A generic term meaning variously, air traffic control unit, flight
information centre or air traffic services reporting office.

Authorized User

An individual within an accredited entity that has been
granted access to the OPS CTRL and LADR.

Contact

Operational Contact Information

Information that facilitates contact in situations where the
safety of the aircraft is in doubt.

Contributor

Organisation accredited by ICAO with the capability to supply
distress events received by aircraft to LADR in FIXM format.

Contributor Code

A three digit numeric code assigned to a [LADR] contributor.

Customer technical Service desk and Operations

CSO
First Line support (Level 1)
DNA Data Network for Aviation
ECTL EUROCONTROL
ELT Emergency locator transmitter
Flight Information Centre
FIC . . . o . .
A unit established to provide flight information service and
alerting service.
Flight information region
FIR . . . . e . .
An airspace of defined dimensions within which flight
information service and alerting service are provided.
FIXM Flight Information Exchange Model
Focal Point
One individual or position within an accredited entity
FP responsible for providing operational contact details for the

organization, performing periodic revalidation of the contact
information, and providing read-only access to other users
from their organization.
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Location of an Aircraft in Distress Repository

LADR . . .
A central location for storing and accessing the last known
position of an aircraft in distress.

Level 1 See CSO

Level 2 Second line support fulfilled by many teams depending on
the nature of the support request (incident).

Level 3 Support offered by the development team, when all else fails.
Last Known Position

LKP

The last position reported from an aircraft in distress.

Location Indicator

A listing of four-letter location indicators codes for
geographical locations throughout the world, and a list of the
addresses of centres in charge of flight information regions
(FIR) and/or upper flight information regions (UIR).

Mission Control Centre

A component of the satellite-based distress tracking system

M .
cc ground segment that follows a prescribed set of data

processing and distribution rules to process and exchange
distress alert data.
Managed Network Platform

MNP In this context; provides level 2 support for the IT
infrastructure.

OCC See AOCC

Operator See AO
OPS CTRL hosted by EUROCONTROL
A centralized system to enable operators, ATS units, SAR and

OPS CTRL States to obtain operational contact details in order to

facilitate contact in situations where the safety of the aircraft
is in doubt and to provide access for operational stakeholders
to the LADR system
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Operations Systems Maintenance.

OSM Level 2, or second line support, either from the Application
Support (TBD) team, or the Middleware team. Not for the
December release.
OPS CTRL super user

Superuser Individuals or positions within ICAO responsible for the
accreditation of entities for, and the administration of the
business part of, OPS CTRL.

Other A special role within OPS CTRL to facilitate LADR operations,
an example being a State representative.
Rescue coordination centre
A unit responsible for promoting efficient organization of

RCC . L
search and rescue services and for coordinating the conduct
of search and rescue operations within a search and rescue
region.

SAR Search and rescue

SARPs Standards and Recommended Practices

SELCAL Selective calling system

SMS Short message service
Search and rescue region (SRR). An area of defined

SRR dimensions, associated with a rescue coordination centre,
within which search and rescue services are provided.

SWIM System-wide information management

System Administrator

The entity dealing with the day-to-day system administration
(maintenance of the system, login assistance etc.) of OPS
CTRL and LADR. Monitoring the LADR and OPS CTRL.

EUROCONTROL Syst . .
N ystem Either CSO or OSM, depending on the context.
Administrator
Tl Technical infrastructure
TLS Transport layer security
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